Welcome to TimeCamp Help!

SSO configuration examples

In this article:

We've gathered examples of the most popular Single Sign-On (SSO) softwares and prepared setup instructions
step by step.

Azure AD

1. Navigate to Azure Active Directory and open Enterprise applications;
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2. Click on the Add new application button and follow the ;
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https://learn.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-setup-sso

3. Open the added application on the Enterprise applications list;

4. Navigate to the Single Sign-on tab on the left side menu under the Manage section and select the SAML

method;
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5.In the first step, Basic SAML Configuration input the following data:

o lIdentifier (Entity ID):
e Reply URL (ACS URL):
e Signon URL:
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Identifier (Entity ID)
The unique ID that identifies your application to Azure Active Directory: This value must be unique across all applications in

e Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.
Default

https://app-timecamp.com/saml/audience

Reply URL (Assertion Consumer Service URL)
The reply URL is where the application expects to receive the authentication token. This is also referred to as the Assertion

Consumer Service” (ACS) in SAML.
Default

/app.timecamp.com/saml/acs

Sign on URL (Optional)
Sign on URL s used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for

your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

https://app.timecamp.com/auth/login

Relay State (Optional)

The Relay State instructs the application where to redirect users after authentication is completed, and the value s typically a

URL or URL path that takes users to a specific location within the application.

6. From the 3rd step download the Certificate (e.g. Certificate Base64). Next, copy its content and input it into

the Certificate filed in TimeCamp SSO settings;
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Choose an authentication method

You can choose how users log into TimeCamp. By default, all users authenticate with their TimeCamp
credentials. Make the process easier and more secure for everyone by choosing Single Sign-One as
your login method.

Your login method:

TimeCamp login and password (default)
Onelogin
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Issuer URL https://samitest.id/sami/idp
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Certificate

7.In the 4th step you can find information that is required in TimeCamp SSO settings:

e Input Azure AD ldentifierinto Issuer URL field
e InputLogin URLinto SSO URL field
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Choose an authentication method

You can choose how users log into TimeCamp. By default, all users authenticate with their TimeCamp
credentials. Make the process easier and more secure for everyone by choosing Single Sign-One as
your login method.

Your login method:
TimeCamp login and password (default)
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8. Save settings and navigate to the Users and groups tab on the left side menu under the Manage section;

9. Click on the Add user/group button and assign users who are supposed to log in to TimeCamp with an SSO
feature;
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and navigate to the Apps section on the left side menu and open Web and
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2. Next click on the Add app option and select Add custom SAML app from the menu;
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3. Fill in App details and click on the Continue button;
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4. In the second option you can find information that is required in TimeCamp SSO settings:

e |nputSSO URL into SSO URL field
e Input Entity ID into Issuer URL field
e Copy the Certificate and input it into the Certificate field in TimeCamp;
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Choose an authentication method
You can choose how users log into TimeCamp. By default, all users authenticate with their TimeCamp

credentials. Make the process easier and more secure for everyone by choosing Single Sign-One as your login
method

Your login method:

TimeCamp login and password (default)
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Save settings Back to addons list

5.Inthe Service Provider Details section input the following data:

e ACS URL: https://app.timecamp.com/saml/acs
e Entity ID: https://app.timecamp.com/saml/audience
e Start URL: https://app.timecamp.com/auth/login
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6. Proceed to the last step and click on the Finish button;
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1. Navigate to the Admin Console in Okta;
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2. Open the Applications tab on the left side menu;
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3. Next click on the Create App Integration button;
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4. Select SAML 2.0 option;
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Create a new app integration

Sign-in method 0IDC - OpenID Connect
P Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

Cancel Next

5.In the first step fill in TimeCamp app details and click on the Next button;
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Directory . #;Create SAML Integration
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Cancel w

© 2023 Okta, Inc. Privacy Version 2023.021 E OK14 US Cell Status site  Download Okta Plugin Feedback

6. In the second step, Configure SAML input the following data:

e Single sign-on URL: https://app.timecamp.com/saml/acs

e Audience URI (SP Entity ID): https://app.timecamp.com/saml/audience
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Directory
Customizations
Applications
Security
Workflow
Reports

Settings
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General Settings e Configure SAML

A SAML Settings

General

Single sign-on URL @ /_\) I Jsami/
1
Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ /* P P

Default RelayState @ ‘

If no value is set, a blank RelayState is sent

Name ID format @

‘ Unspecified v
Application username @ ‘ Okta username v
Update application username on ‘ Create and update v

00  documentation@ti...
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Feedback

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
form.

7. That's it, finish the configuration process. You'll be redirected to the newly created app in Okta. Navigate to
its Sign On tab and scroll down to the bottom of the website. Open the link under View SAML setup

instructions.

General Sign On Import Assignments




SAML Setup

Single Sign On using SAML will not
work until you configure the app to
trust Okta as an IdP.

(2 View SAML setup instruction:

8. Copy the provided values and input them in TimeCamp SSO settings (on TimeCamp website):

e Input Identity Provider Single Sign-On URL into SSO URL field
e Inputldentity Provider Issuer into Issuer URL field

e Copy the Certificate and paste it into the Certificate field

00  documentation@ti...
okta Q search... 00  timecamp-trial-85...
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----- BEGIN CERTIFICATE--————
Reports v MIIDq;Ce
yYWS ja TEU
o U1NPUHJVAm1KZXIxF, TgiM
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Choose an authentication method
You can choose how users log into TimeCamp. By default, all users authenticate with their TimeCamp
credentials. Make the process easier and more secure for everyone by choosing Single Sign-One as your login

method.
Your login method:

TimeCamp login and password (default)

Onelogin O

Custom SAML 2

Block authenticating using login and password.
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" N el il

Back to addons list

9. Navigate back to the newly created app in Okta and open its Assignments tab. Here you can give access to
TimeCamp SSO only to certain people, groups, or to everyone.
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