Welcome to TimeCamp Help!

SSO configuration examples

In this article:

We've gathered examples of the most popular Single Sign-On (SSO) softwares and prepared setup instructions
step by step.

SSO feature is available only in the Ultimate plan.

Azure AD

1. Navigate to Azure Active Directory and open Enterprise applications;

@ timecamp.com | Overview

Add v/ Manage tenants What's new

® Overview
W Preview features

A Diagnose and solve problems
Overview  Monitoring  Properties  Recommendations  Tutorials

Manage

Basic information

Name timecamp.com Users
Tenant ID Groups
Primary domain Applications

License Azure AD Free Devices

Alerts

Upcoming Authenticator number matching Upcoming IPV6 support in Azure AD Upcoming MFA Server deprecation
enforcement Please review the upcoming IPv6 support and the Please migrate from MFA Server to Azure AD Multi-
Microsoft Authenticator number matching admin steps required by March 31t to prevent any Factor Authentication by September 2024 to avoid
controls will be removed after February 27, 2023. potential blocking of user sign-ins. any service impact.

ing will be enforced for all Microsoft

users after this date.

(Preview)

2. Click on the Add new application button and follow the ;
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=== Enterprise applications | All applications

Overview
® Overview

X Diagnose and solve problems

Manage

T All applications
# Application proxy
& User settings

™ App launchers

New application Refresh Download (Expo i Preview info Columns | Preview features | Got feedback?

View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.

The list of applications that are maintained by your organization are in
Application type == Enterprise Applications X | | Application ID starts with Fg Add filters

2 applications found
Name 7y  Object ID Application ID

Homepage URL Created on Certificate Expiry Status

8/25/2022 -

5/30/2022

Security
& Conditional A

@ Consent and permissions

3. Open the added application on the Enterprise applications list;

4. Navigate to the Single Sign-on tab on the left side menu under the Manage section and select the SAML
method;

TimeCamp-test | Single sign-on

% Overview Single sign-on (SSO) adds security and convenience when users sign on to applications in Azure Active Directory by enabling a user
ation to sign in to every application they use with only one account. Once the user logs into an application, that
ed for all the other applications they need access to.

X Diagnose and solve problems e
™ . )
il Select a single sign-on method

ili Properties

(D Deployment Plan

& Owners

Disabled SAML Password-based
& Roles and administrators .

Single sign-on is not enabled. The user Rich and secure authentication to Password storage and replay using a

2 web browser extension or mobile app.

& Users and groups ing the SAML (Security

Assertion Markup Language) protocol.

won't be able to launch the app from applica
My Apps. As

Single sign-on
Provisioning
# Application proxy

& Self-service

Linked
Link to an application in My Apps
and/or Office 365 application launcher.

Security
& Conditional Access
2 Permissions

® Token encryption

5.In the first step, Basic SAML Configuration input the following data:

o |dentifier (Entity ID):
e Reply URL (ACS URL):
e Signon URL:
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https://app.timecamp.com/saml/audience
https://app.timecamp.com/saml/acs
https://app.timecamp.com/auth/login

Got feedback?
Upload metadata file Change single sign-on mode Test this application Got fe«
% Overview Identifier (Entity ID)

s P . . . . The unique ID that identifies your application to Azure Active Directory. This value must be unique across all applications in
Ut et up Single Sign-On with SAML

X Diagnose and solve problems

your Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

An S5O implementation based on federation protocols improves security, reliability, and end user experier o

» implement. Choose SAML single sign-on whenever possible for existing applications that do not use Oper
anage
https://app.timecamp.com/saml/audience

ili Properties

Read the for help integrating TimeCamp-test.
& Owners
& Roles and administrat Basic SAML Configuration

Reply URL (Assertion Consumer Service URL)

& Users and groups Identifier (Entity ID) https://app.timecamp.com/sami/audience The reply URL is where the application expects to receive the authentication token. This is also referred to as the Assertion
ply URL (Assertion Consumer Service URL)  https://app.timecamp.com/sami/acs Consumer Service” (ACS) in SAML

Single sign-on Sign on URL hitps//appimecamp.com/authylogin

Relay State (Optional) Default
Provisioning

Logout Url (Optional)

https://app.timecamp.com/saml/acs

# Application proxy el =

Attribut
givenname [ Sign on URL (Optional)
surmame user.sumame Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
Security emailaddress user.mail your application. This field is unnecessary if you want to perform dentity provider-initiated single sign-on.
name user.userprincipalname
% Conditional Ac Unique User Identifier useruserprincipalname https://app.timecamp.com/auth/login

nissions

® Token encryption T Relay State (Optional)

e The Relay State instructs the application where to redirect users after authentication is completed. and the value i typically a
Token signing certificate URL or URL path that takes users to a specific location within the application.

Status

Thumbprint

Usage & insights Expiration

Sign-in logs

6. From the 3rd step download the Certificate (e.g. Certificate Base64). Next, copy its content and input it into
the Certificate filed in TimeCamp SSO settings;

Upload metadata file Change single sign-on mode Test this application | Got feedback?

- @I Reply URL (Assertion Consumer Service URL) _ https://app.timecamp.com/saml/acs
[ Deployment Plan Sign on URL https://app.timecamp.com/auth/login
Relay State (Optional)

X Diagnose and solve problems Logout Url (Optional)

Manage

ili Properties Attributes & Claims

& Owners givenname user.givenname
surname user.surname

& Roles and administrators i R

2 name user.userprincipalname

& Users and groups Ll
Unique User Identifier user.userprincipalname

Single sign-on

Provisioning
SAML Certificates

# Application proxy
Token signing certificate

# Self-service
Status Active
Thumbprint
Expiration
Notification Email

Security App Federation Metadata Url

Certificate (Base64)

Certificate (Raw)

% Permissions Federation Metadata XML

€ Conditional Access

@ Token encryption

Verification certificates (optional) (Preview)
Activity Required

Active

Sign-in logs Expired

Usage & insights




My profile General

Choose an authentication method

You can choose how users log into TimeCamp. By default, all users authenticate with their TimeCamp
credentials. Make the process easier and more secure for everyone by choosing Single Sign-One as
your login method.

Your login method:
TimeCamp login and password (default)

Onelogin

.

Custom SAML 2

Block authenticating using login and password.
Issuer URL https://samitest.id/saml/idp

SSO URL https://samitest.id/idp/profile/SAML2/POST/SSO
MIIC8DCCAdigAwWIBAgGIQL7rXOL+TKohleYpzBHXQuzANBgkgqhkiGOwOBAQsFADAOMTIWMAYDVQQD

Certificate

7.In the 4th step you can find information that is required in TimeCamp SSO settings:

e [nput Azure AD ldentifierinto Issuer URL field
e [nputLogin URL into SSO URL field

Upload metadata file Change single sign-on mode Test this application | Got feedback?
#§ Overview Token signing certificate
Status Active

Thumbprint
X Diagnose and solve problems Expiration

[ Deployment Plan

Notification Email
Manage App Federation Metadata Url
Certificate (Base64)
Certificate (Raw)
& Owners Federation Metadata XML

ili Properties

& Roles and administrators

Verification certificates (optional) (Pr
& Users and groups et
Single sign-on Active
Expired

Provisioning

# Application proxy
Set up TimeCamp-test
& Self-service

You'll need to configure the application to link with Azure AD.

Login URL https://login.microsoftonline.com/35f98869-e8e:

Azure AD Identifier https://sts.windows.net/35f98869-e8ea-4114-b7a...

Security
Logout URL https://login.microsoftonline.com/35f98869-e8e:

@ Conditional Access

& Permissions

@ Token encryption Test single sign-on with TimeCamp-test

Activity Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

Sign-in logs




Settings & & @

My profile General Add-ons

Ch e

You can choose how users log into TimeCamp. By default, all users authenticate with their TimeCamp
credentials. Make the process easier and more secure for everyone by choosing Single Sign-One as
your login method.

Your login method:
TimeCamp login and password (default)
Onelogin ©

® Custom SAML 2

Block authenticating using login and password.

Issuer URL https://samitest.id/saml/idp

SSO URL https://samitest.id/idp/profile/SAML2/POST/SSO

kqhkiG9WOBAQsFADAOMTIWMAYDVQQD
EyINGWNyb3NvZnQgQXplcmUgRmMVKZXJhdGVKIFNTTYBDZXJOQWZpY2FOZTAeFWOyMzAYMTYXMTMz
NDJaFwOyNjAyMTYXMTMzNDJaMDQxMjAWBgGNVBAMTKUIpY3Jvc29mdCBBenVyZSBGZWRICMFOZWQg
UINPIENICNRpZmIjYXRIMIIBIJANBgkghkiGO9WOBAQEFAAOCAQBAMIIBCGKCAQEA3Of4c6+HXdhm

Certificate @ jIWrcaQkmf2pU7n0mgBCoUM/F/acabS9x7GLPSFBISMSLICADXIU9AkBoZY oZwsIVrQ/odsYhwd
UWAW7MjYXSLWIQJQU3PW7MAyapithKjHgaygrR9m+NFQMXCLLBFPRGEVCINB+pTfoSgStWKyUFPT
hisjtqxc2JZhicMIqWzpMzDd q {BoEDhbAYA7bRYhjIF79Asw3odXZg
mMX9TGOPPYYHNMbCQtOL! i2T21WdX24 ioHB99ZDew7yCCiAOpBAZHQrrEIQUs
QSkPAXBT'MbG/utmGnBRﬂmGleDAQABMAOGCSqGSIbQDQEBCWUAAMBAQA]9T54EEHiDCB(nBSO
x1iX3VC4uOTen8ZOC: H8I 0CU3Loeiz: DJckitw2L

8. Save settings and navigate to the Users and groups tab on the left side menu under the Manage section;

9. Click on the Add user/group button and assign users who are supposed to log in to TimeCamp with an SSO
feature;

& TimeCamp-test | Users and groups

Add user/group Columns Got feedback?
B Overview

# The application will appear for assigned users within My Apps. Set 0 0 1o in properties to prevent this.

(D Deployment Plan

X Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the

Manage
ili Properties

& Owners Display Name Object Type [ p—

& Roles and administrators No application assignments found
& Users and groups
Single sign-on

Provisioning

# Application proxy

S Conditional Access
& Permissions

® Token encryption

Google Workspace

1. Loginto and navigate to the Apps section on the left side menu and open Web and
mobile apps;


https://admin.google.com/

© Admin

@ Home

98 Dashboard

2. Next click on the Add app option and select Add custom SAML app from the menu;

w3

+ Addafire Searchforapps

O veme Add private Android app Authentication

O @' 7 addprivate android web app SaML

I C mwmw«@

0O .rmmnm SAML

3. Fill in App details and click on the Continue button;



X Add custom SAML app

App details

App icon

4. In the second option you can find information that is required in TimeCamp SSO settings:

e |nputSSO URL into SSO URL field
e Input Entity ID into Issuer URL field
e Copy the Certificate and input it into the Certificate field in TimeCamp;

X Add custom SAML app

Option 1: Download IdP metadata

DOWNLOAD METADATA

Option 2: Copy the SSO URL, entity ID, and certificate

SO URL

R

ertficate

Google.2024-2-10-224853_SAML2.0

/’



Settings & & e
My profile  General  Add-ons  Biling Rates

Choose an authentication method
You can choose how users log into TimeCamp. By default, all users authenticate with their TimeCamp

credentials. Make the process easier and more secure for everyone by choosing Single Sign-One as your login
method.

Your login method:
TimeCamp login and password (default)

Onelogin @

Custom SAML 2

Block authenticating using login and password.

Issuer URL ©@ https://accounts.google.com/o/sami2?idpid=sxoxxx
SSO URL @ https://accounts.google.com/o/sami2/idp?idpid=xxxxxxx
----- BEGIN CERTIFICATE----- MIIDADCCAlygAWIBAGIGAW]gdy5HMAOGCSGGSIb3DQEBCWUAMHSXFDASBGNVBAOTCOdVb2dsZSB.
bmMMUMRYWFAYDVQQHEWIND3VUdGFpbiBWaWV3MQ8wDQYDVQQDEWZHb29nbGUXGDAWBGNVBASTDOdV [] === END CERTIFICATE----~
Certificate @

N

save settings Back to addons list

5.Inthe Service Provider Details section input the following data:

e ACS URL: https://app.timecamp.com/saml/acs
e Entity ID: https://app.timecamp.com/saml/audience
e Start URL: https://app.timecamp.com/auth/login

X Add custom SAML app

Service provider detalls

/? https://app.timecamp.com/saml/acs
/ https://app timecamp com/saml/ audience
/y https://app.timecamp.com/auth/login

Name 1D

UNSPECIFIED

Basic Information > Primary email

e S M

6. Proceed to the last step and click on the Finish button;


https://app.timecamp.com/saml/acs
https://app.timecamp.com/saml/audience
https://app.timecamp.com/auth/login

@ soocenis @ Google identy Provier dets: - @) e [<]

Attributes

Add and select user fiekds in Googhe Directory, then map them 1o senvice provider attributes. Attributes marked with * are mandatory. Learm more

Google Directory attributes App attridetes
ADD MAPPING
Group membership (optional)
Group membership information can be sent in the SAML response If the user belongs 1o any of the groups you add here.
Google groups. App attribute

Okta

1. Navigate to the Admin Console in Okta;

okta [ Q_ search your apps W ElmIIy Arial-aE0aa2r

A MyApps

@ My Apps

A Notifications

28 Addapps
‘
S

Add apps to your launcher
Please contact your admin for assistance.

2. Open the Applications tab on the left side menu;

Applications 4— @\

Applications h

Self Service




3. Next click on the Create App Integration button;

0O  documentation@ti...

°kta Q_ search... 00 timecamp-trial-85...

Dashboard 4
Directory v Appllcatlons @ Help
Customizations b Create App Integration Browse App Catalog [ Assign Users to App l More v
Applications ~
Search

Applications

Self Service STATUS ) Okta Admin Console
Security v ACTIVE 0

INACTIVE 0 @ Okta Browser Plugin

Workflow v
Reports v Okta Dashboard
Settings v

4. Select SAML 2.0 option;

Create a new app integration

Sign-in method 0IDC - OpenID Connect
T - X h f { ol h h
Learn More (3 oken-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

—»O SAML 2.0

XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

autt

5.In the first step fill in TimeCamp app details and click on the Next button;



00  documentation@ti...
okta Q search... @ timecamp-trial-85...
Dashboard v
Directory . #Create SAML Integration
Customizations v o General Settings Configure SAML Feedback
Applications v
Security e 1  General Settings
Workflow v

App name TimeCamp ]
Reports v

App logo (optional) @
Settings v

©

App visibility Do not display application icon to users

Cancel w

© 2023 Okta, Inc. Privacy Version 2023.021 E OK14 US Cell Status site  Download Okta Plugin Feedback

6. In the second step, Configure SAML input the following data:

e Single sign-on URL: https://app.timecamp.com/saml/acs
e Audience URI (SP Entity ID): https://app.timecamp.com/saml/audience

00 documentation@ti...

okta Q_ search... 00  timecamp-trial-85..

Dashboard v

#:Create SAML Integration

Directory v =+
Customizations v General Settings © configure SAML Feedback
Applications v
i v
Security A SAML Settings
What does this form do?
Workflow v
General This form generates the XML needed
for the app's SAML request.
v
Reports Single sign-on URL @ nttosl Jeaml/
/" Where do | find the info this form
Settings v Use this for Recipient URL and Destination URL needs?
Audience URI (SP Entity ID) @ » ) , o The app you're trying to integrate with
o should have its own documentation on
using SAML. You'll need to find that
Default RelayState @ doc, and it should outline what

information you need to specify in this
If no value is set, a blank RelayState is sent form.

Name ID format @

Unspecified v
Application username @ Okta username v
Update application username on Create and update v

7. That's it, finish the configuration process. You'll be redirected to the newly created app in Okta. Navigate to
its Sign On tab and scroll down to the bottom of the website. Open the link under View SAML setup
instructions.


https://app.timecamp.com/saml/acs
https://app.timecamp.com/saml/audience

General Sign On Import Assignments

SAML Setup

Single Sign On using SAML will not
work until you configure the app to
trust Okta as an IdP.

2 View SAML setup instruction:

8. Copy the provided values and input them in TimeCamp SSO settings (on TimeCamp website):

¢ |nput Identity Provider Single Sign-On URL into SSO URL field
e [nput ldentity Provider Issuer into Issuer URL field

e Copy the Certificate and paste it into the Certificate field



00  documentation@ti...

okta Q search... OO0 timecamp-trial-85... e

Dashboard v N H -] ]
The following is needed to configure TimeCamp
Directory v €D 1dentity Provider Single Sign-On URL:
Customizations v . q
/y https://trial-8524437. okta.com/app/trial-8524437_timecamp_1/exk4bt3wudKvmEnBNGO7/sso/saml
Applications ~
e Identity Provider Issuer:
Applications
Self Service /__) http://www.okta. com/exk4bt3wudKvmEhBNGOT
Security v
©) X509 Certificate:
Workflow b
----- BEGIN CERTIFICATE-———
Reports L MI11DqjCC Z9hY3 jMAGGC 1 Qs JVUZETMBEG
AUEC) TEWMBQ EZyYWS jaXN UECQWET2tQYTEU
. MBIGA1UECWWLU1NPUHJvdm1 KZX IxF. WFSLTg1M jQ2MzCxHD) i
v
Settings CQEWDW1 5MwM T 51 JCBITELMAKG
A1UEBhMC KNhbG1mb3 JuaWExF 1BGemFuY212Y28xDTAL
ANTTA o ANTIONDM3
MRwwGgYJKoZIl dGEUY29tMIIBI jANBgkghk \OCAQBAMIIB
CgKCAQEAYbTUMPKBXXTAEEC] A4VwnBni JW23zv0i D/t tKPKO+i HS230k56+XGZTSBeyHbvbdSI0
. o Ve
Settings &St 6’ @

My profile  General  Add-ons  Billing Rates

Choose an authentication method

You can choose how users log into TimeCamp. By default, all users authenticate with their TimeCamp
credentials. Make the process easier and more secure for everyone by choosing Single Sign-One as your login
method.

Your login method:
TimeCamp login and password (default)

Onelogin ©

Custom SAML 2

Block authenticating using login and password.

Issuer URL @ /) http:/ /www.okta.com/exk4bt3wu3KvmEhBNG97

SSOURL @ /_> https://trial-8524437.okta.com/app/trial-8524437 _timecamp_1/exkabt3wu3KvmEhBN697/sso/saml
————— BEGIN CERTIFICATE----~
MIIDG/CCApI 9hY3jMAOGCSGSIb3DQEBCWUAMIGYMQSWCQYDVQQGEWJVUZETMBEG
AIUECAWKQ2FsaWZvem5pYTEWMBQGATUEBWWNU2FUIEZYYWSjaXNjbzENMASGAIUECGWET2tOYTEU
MBIGATUECWWLUINPUHJVAMIKZXIXFjAUBGNVBAMMDXRY GWFSLTGIMjQOMzcXHDAGBGKGhKIGOWOB
" CQEWDWIUZMIAb2t0YSS] jMwMjiZMDKWNDUWWhC jiZMDkWNTQBW|CBITELMAKG
Certificate © AIUEBhMCV g \b3JUaWEXFAUBG i UY212Y28xDTAL

g g INTTIByb3ZpZGVyMRYWFAYDVQQDDAIOCmIhbCO4NTIONDM3
MRWWGGYJKoZIhveNAQKBFgIpbmZvQGardGEUY29tMIIBIANBgKGhKIGOWOBAQEFAAOCAQBAMIIB
CgKCAQEAbeUMPkBXXTAEEOIAdVWaniJWZ3ZVDiD/t(!KPKO+iHSZ30k56+XGZ7SECyHbvdeIO
+W|RZORNOGSKE7vbCsmC q/ang95K7/uERiaYy70: YW2XpUlFNv-+uePSIpinrvfz

L AT AL 1l e AL A B a1 AN 7 ALIARE AE 4 brs 0042 ke R LI L3 172 VAl i

Back to addons list

9. Navigate back to the newly created app in Okta and open its Assignments tab. Here you can give access to
TimeCamp SSO only to certain people, groups, or to everyone.



General Sign On Provisioning Import Assignments
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